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Hallazgo No 1 Exposid on de puertos delai npresora ukicada enladirecd 6n 101 4. 248

Observadi ones:

Se rediza un escaneo de puertos en d host 10. 1.4 248 con d comando:
nmap -sV--dl ports --versionintensity 9 10. 1. 4 248
que argad dguenteresultado

S ating Nmap 7.93 ( htps//nmap.org) & 2023-05-16 11: 11 CEST
Nmap scan report far 10 1.4. 248

Host is up (0. 0012s | & ency).

Not shown: 990 d osed tcp ports (reset)

PORT STATE SERMCE  VERS ON

21/tep open ftp HP Jet Drect ft pd

23tcp filtered td net

80'tcp open Htp HP- Cha SOE 1.0 ( HP LaserJeé Htp corfig)
280'tcp open Htp HP- Cha SOE 1.0 ( HP LaserJeé Htp corfig)

443tcp open sd/Htps?
515tcp filtered prirter

631/tcp open Htp HP- Cha SOE 1.0 ( HP LaserJe htp corfig)
7627/tcp open Htp HP- Cha SOE 1.0 ( HP LaserJe Htp corfig)
9100tcp open  hp-gl hp Laser Jet 4350

14000/tcp open tcpwapped
MAC Address: 00 14 38 E1: CF. 1F ( Hew et Packard Ent er pri se)
Servicelrfa Devices: prirt server, prirter

Servi ce detection pefa nmed. Rease report anyincorrect resuts a htps://nmap.or g subnt/ .
Nmap done 11P address (1 host up) scannedin 26. 06 seconds

R esgos de nmayor i npacto:

Dadas | as vers ones dd sdtwere (HP Cha SOE 1.0) ymoded o delai npresora ( HP LaserJet
4350), podenos destacar las s gu entes vu ner akili dades:

Vul nerakili dades rd aivas d servid o FTP Jet Orect:

CVE-2008-4419 Drectorytraversd vd nerahilityinthe HP Jet Orect web ad ninistrati on
interfaceinthe HP-ChaiSOE 1 0 enbedded web server onthe Laser) et
9040 nf p, LaserJet 9050nfp, and Cd or Laser)et 9500nf p bef ore fir mwar e
08 110.9 LaserJet 4345 nfp and 9200C Dgtd Sender beforefir mware 09.120. 9
Cd or LaserJet 4730 nfp before fir mware 46. 200. 9 Laser) et 2410, Laser)et 2420,
and LaserJet 2430 bef ore fir mware 20080819 SPCL112A Laser)et 4250 and
Laser) et 4350 bef ore fir mware 20080819 SPCLO15A and Laser)et 9040 and
Laser) et 9050 bef ore fir mware 20080819 SPCL110A dlows renote attackers to
read arkitrary files via drectory traversd sequencesinthe UR.



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4419
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CVE-2007-1772

CVE-2007-0358

CVE-2002-1048

CVE-2001-1040

CVE-2001-1039

CVE-2000- 1065

CVE-2000- 1064

CVE-2000- 1063

CVE-2000-1062

CVE-2000-0636

CVE-1999-1062

CVE-1999-1061

CVE-2008-4419

The FTP servicein HP Jet Drect print servers dl ows remot e attackers to cause a
denid o service(eng ne crash) viaa RETR command wth al ong pathna ne.

Uns pecifi ed vu nerakilityinthe FTP server i npl enentationin HP Jetdrect
fir mware x 20. nn through x.24. nn dl ows renot e attackers tocause adenid o
service via unknown vectors.

HP Jet Drect printers dlowrenote attackers to obta nthe ad ninistrative
passwordfor the (1) web and (2) td net services via an SNVP request tothe
variade(.isa3614111.2394213911Q

HP Laser)et, and possiHy other Jet Drect devices, resets the admin pass wor d
when the deviceis turned off, which cod ddlowrenote attackers to access the
devi ce wthout the password

ThelJetAdnmin webinterface for HP Jet Drect does not set a password for the
td net i nterface when the admin passwordis changed, which dlows renote
attackers to gai n access tothe printer.

Vu nerakilityinlPi np ementation of HPJetDrect printer card Ar mware x 08 20
and earlier dlows renote attackers tocause a dend of service(printer crash)
viaa malfor med packet.

Buff er overflowinthe LPDservicein HP JetOrect printer card Ar mware x 08 20
and earlier dlows renote attackers tocause a denid of service

Buffer overflowinthe Td net servicein HP Jet Drect printer card Fir mware
X. 08 20 and earlier dl ows re ot e attackers tocause a denid o service

Buff er overflowinthe FTPservicein HPJet Drect printer card Fir mware x 08 20
and earlier dlows renote attackers tocause a denid of service

HP Jet Drect printers versions G 08 20 and H08 20 and earlier dlowrenote
attackers tocause a denid of serviceviaa nmalfor med FTP quote command.

HP Laserjet printers wthlet Drect cards, when corfigured wth TCP/IP, dlow
remote attackers to bypass print filters by drectly send ng Post Scri pt
docunents to TCP ports 9099 and 9100.

HP Laserjet printers wthletDrect cards, when configured wth TCP/IP, can be
configured wthout a password, which dlows renote attackers to connect to
the printer and changeits P address or dsal el ogg ng

Vu nerakilidades rd aivas d servid o HP- Chai SOE 1.0

Drectory traversad vd nerahilityinthe HP Jet Orect web ad ninistrati on
interfaceinthe HP-Chai SOE 1 0 enbedded web server onthe Laser]) et

9040 nfp LaserJet 9050nfp, and Cd or Laser)et 9500nf p bef ore fir mwmar e

08 110. 9 LaserJet 4345 nfp and 9200C D gtd Sender beforefir mware 09.120. 9
Cd or LaserJet 4730 nf p before fir mware 46 200. 9 Laser) et 2410, Laser)et 2420,
and Laser)et 2430 bef ore fir mware 20080819 SPCL112A; Laser)et 4250 and
Laser)et 4350 bef ore fir mware 20080819 SPCLO15A and Laser)et 9040 and



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-1772
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Laser) et 9050 bef ore fir mware 20080819 SPCL110A dlows renote attackers to
read arbitraryfiles via drectory traversd sequencesinthe UR.

CVE-2000-1064 Buffer overflowinthe LPDservicein HP Jet Drect printer card Fr mware x. 08 20
and earlier dlows renote attackers tocause a denid of service

Reconendadi on
Deshakilitar tatd mente d acceso alos puertos 21y 23

Fltrar d acceso desde d exteriar delared d resto de puertos, excepto d 631 y 9100 s se quere
dar acceso dei npresi on.

Restringr d acceso alos puertos de admnistrad 6n a deter mnadas IP's contrd adas por d
adninistrador dd dstena.

Canbiar | os usuari os y contrasefias por defecto dd software de administrad 6n de lai npresora.

BBERAA 02

B correo d ectréni co contiene un en ace ala drecd én

http //bu op. s3. eu north-1a nmazonaws. cony

siendo un donmin oregstrado conlos servid os de Amazon AW, correspond ente ala drecd 6n
IP16.12 1010

La busqueda whais no arroja ringun resutado acercadel donin o(fecha de regstrg titdar,
etc), ri tanmpoco una bdsqueda en Anozon Regi star

La busqueda dela drecd én en WrusTotd si nuestra un resdtado positivod propord onarlela
URL

La drecd 6n dd host resudta es s3r- weu north-1 anozonawvs.com

A obtener su hash con curl https://s3-r- wewnorth-1 a maizonaws.com | sha256sum

Este no devud ve ringln resudtado envirustota, perosi en https://hash cy mru.cony con un
38%



http://bulop.s3.eu-north-1.amazonaws.com/
https://s3-r-w.eu-north-1.amazonaws.com/
https://hash.cymru.com/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1064
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21

hitp:/bulop.s3.eu-north-1.amazonaws.com/

(D 3 security vendors flagged this URL as mal

http:/bulop.s3.eu-north-1.amazonaws com/

bulop.s3.eu-north-1.amazonaws.com

Gommunity Score

DETECTION DETAILS COMMUNITY

. plus an AP! key to automate checks.

ESET

Abusix

ADMINUSLabs

AlienVault

AlphaSOC

Adtists Against 419

Bfore.Ai PreCrime

BlockList

Certego

CINS Army

CRDF

CyRadar

DNs8

. plus an API key to automate checks.

Join the VT Community and enjoy additional insights and

Security vendors’ analysis (D

Avira (D Phishing

Google Safebrowsing (@ Phishing

Acronis @ Glean

AICC (MONITORAPP) @) Clean

alphaMountain.ai @) Clean

Antiy-AVL () Clean

benkow.cc () Clean

BitDefender @ Glean

Blueliv @ Glean

Chong Lua Dac @) Clean

CMC Threat Intelligence @) Clean

Cyble () Clean

desenmascara.me () Clean
hitp://bulop.s3.eu-north-1.amazonaws.com/
DETECTION DETAILS COMMUNITY
Join the VT Community and enjoy additional insights and

Categories O

Forcepoint ThreatSeeker  information technology

Sophos information technology

Xcitium Verdict Cloud media sharing

History O

First Submission ~ 2023-05-16 08:15:34 UTC

Last Submission ~ 2023-05-16 08:15:34 UTC

Last Analysis 2023-05-16 08:15:34 UTC

HTTP Response ©

Final URL

http://bulop.s3.eu-north-1.amazonaws.com/

Serving IP Address

16.12.10.10

Status Code

404

Body Length

2958

Body SHA-256

dbafa486: 1467853edcdd 11cc302f37eal67?

Headers

TransferEncoding  chunked
x-amzrequestid  01H70Z29V4AJTZ2N

Date Tue, 16 May 2023 08:15:35 GMT
x-amzid-2
Content-Type application/xml
Server AmazonS3

mmS8A2A2R 1U-+xuPiDeJhGXaFKifBtgS ThWIHSWX/EBznVkZ|JIGKATGg9ad+F8kapdQyWV/8Jokw=
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)
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)
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404 2023-05-16 08:15:34 UTC @
Status 1 hour ago

Do you want fo automate checks?

Phishing
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Clean
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1P Domain To Location: Finc % VirusTotal -
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S mEPk o]

kali@kali: ~
Archivo Acciones Editar Vista Ayuda
kali@kali: ~ x kali@kali: ~ x

eu-north-1.amazona com
EU-
whois database:

d in this
in name re
Thl; date does not

r Whois
use of electronic at a h-volume
sonably necessa i :
tions; the Da
: ] Whois quqbase
1n+01| ion purpos only, and to assi
about o1 rﬁWqTPd to a domain name g1 tion
Jy submitti  Whois qu

Thﬂ +ollow1ng terms of use: You ree that you use this Data only
and that under rcumstances will you use this Data

) allow, ena or ot ise support the ansmission of mass
licited, comm L adwve i or solicitations via e-mail,
or facsimile; or ) enable hi volume, automated, ele onic pro
that apply to Verisi r its computer systems). mp11qT10n,
i dissemination or other use of this i
ithout the prior written consent of
onic proce : are quTomated and
the Whois da 1S 1 ] onab1m necessas
domain names or mod i
strict your ad ( ( ase in its
erational stability. Ver ] estrict or terminate
database for failure to :blda bh these terms of use.
ht to modify these terms at any time.

database contains ONLY .COM, .MET, .EDU domains and
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¥ Amazon Registrar Whois %

&« & 9] amazon.com

KaliLinux #8 KaliTools + KaliDocs ®{ Kali Forums X Kali NetHunter Exploit-DB >

Amazon Registrar

Use WHOIS to get information about a domain name

You can use a WHOIS ("who is") query to find out if a domain is registered with Amazon Registrar. If it's
registered with Amazon Registrar, you can also view the contact information for the owner and for the
administrative and technical contacts.

To get information about a domain name, enter the name, and then choose Search.

bulop.s3.eu-north-1.amazonaws.com Search

Whois search results for bulop.s3.eu-north-
l.amazonaws.com

No match for "bulop.s3.eu-north-1.amazonaws.com” in the registrar database.
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Supported Hashes Sample Input

* MDS 31b848026064c 7738823007100 10416580086
« SHAT 222320582 181007 a2cB0C0BT 3027556606430
« SHAZ56 ‘30905e3raD: 2604419553957868C604957
64709387 SALUADSS0AS6NE 108988 30430520
38127411432 ¢ de becdFo08Ad: 60864553

Format
+ Hashes can be newline and/or comme-seperated
« White space is ignored
« There is a limit of 1000 hashes per-submission

APls

oo [
« REST(requires signup!]

Results

Hash: The queried hash, plus its conversion to the other supported hash types, if avalable.
jetected this hash as malicious.

AVHitRate: The percent of anti-virus (AV) engines we tested that
The last time we ran this hash against our AVs and determined this hash was malicious

Last Seen:
Error: If there was an error searching for this hashis data, it will be displayed here
Hash AV Hit Rate Last Seen Ertor
MDS: 51618ac2h7ci504937213e965¢00f20a 38% 2022-12-08T07:40:432
SHA1: 7a70457162ed18743bef9195e2dea558954751b
SHA256: 1b7852b855

WARNING: Sources that are seen making batch requests to the MHR server with large numbers of individual queries instead of using the available bulk interfaces may be rate imited. Sources lssuing an abusively large number of queries may be AUl fouted.

opyright & 2023 Team Cymru. All Rights Reserved.

1 sl %86 arm o

DETECTION  DETALS  BEWAVIOR  COMMUMITY

Join the VT Community s enjay addiional community insghis and crowrisousted detections, pius 6 AP key o aulomate checks,

Basic properties

M5 841080498M006204:98009985c 42 Te
SHA1  da3BalesSefbdbOdi2sSbletS60 1690alEB0709
SHASE  albbota2eBic g 1464868

3

THULL

08 [@byles)

History
Frst Sean In The Wi 2005.09.18 10:4308 UTC
2006-05-18 072615 UTC
20230516 11:40:33 LUTC

First Submi

Last Subei
Last Analysie 20230516 113352 UTC

AS140:TY Thagsd kwmp

AIEETATS 175 1w
AS94h7_tomiZns_tok mp
A91hal_tbni2i_2oa mp
20120 mp
i3 155 mp

s 2052 0t eve
AS28204_15gye39 2wgm0

AIVOUIPQ! bim

Known Source

Organizaton  Gaogle
Fiename  ancroid-ois-7.1_s6-inux_xB8-arm 2ip

Mational Softwars Reference Library Infa

Products
DRAW {Gors! Corparation)
Phato-Paint (Gorsl Garporstion)

Commerce Server Developer Edition (Microsalt)

Exchange Secver Enterpriss Edition (Mici
eMbeded Visual Toois (Miorasof
(Microsoi)

Intormet Socusity and Acceleration Server - Enterprise

r - Daveicpes Editicn (Microsalt)

Commarca Ser
Liru (Casl Corporaticn

Yourdealini.com (idsal ink nc.)

NSRL Test (NIST)
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orums €€ Kal

File Mames

i, Gorman, Holmes, by
Wi

i, Koval, Loviz. MAHJONGG (EASY. Mat
Xanacy, Yaeger, Zin

1. Auxgus lild. Cook. Copperplsi rpiate Gothic (8, Drummer, Erickson, Eurostite (1, Euostie 2 (3, FISV, FM|
Turn. Midelokke, NATE, Nipsiad, Osk. Paperiuss. Quigley, Flada, Rass, SUNW, Schue, Sarry, I, Thuen, Ugle
nasm. Vi, s

Urivers (1-5, Univers Condensed (2, Vorhee

BLANKTXT, togo g, bloga 5

ROUTETAL

BLANK DOCUMENT.PSW, BLANK NOTE PWI, CD1 INF, FILEOSP RC, chat adm
I,

FVWM95, FYWMSSAC, TEXTSWRC, TEXT EXTRAS MENU, TTYSWAC, ADDGROUP, ANSI, AWK, AWK.1, CAPTOINFO, CBB-MAN, COMPILED, CONFIG, DIGITAL. DUMB, DYNALOADER, EDITOR
EDITOA.1, FOLIST, FOMOUNT.CONF, FOMOUNTD, FOUMOUNT. FUITSU, GENKSYMS. INFOTOCAP, INIT-RESTART.HOOK, INIT.HOOK, 10, 10,85, LASTE. LD-LINUIX.000, LO-LINUK SO, LIBAPT-PKG.001
LIBAPT-PKG 50, LIBATTRGLYPH 001, LIBATTAGLYPH 50, LIBATTRIBUTE 001, UBATTRIBUTE. S0, LIBBAOKENLOGALE 50, LIBC S0, L\E"OUGLPH 001, LIBCOMGLYPH 50, LIBCOMTERP.001

LISCOMTERP. S0, LIBCOMUNIORAW, 001, LIBCOMUNIDRAW.SO, LIBCOMUTIL.01, UBCOMUTIL SO, LIBCOM_ERR 00D, LIBCRYPT.SD, LIBDB S0, LIBDL 00D, LIBOL SO, LIBOND+ + S0, LIBDND.SO,
LBIDRKG 00, LIBOPKG 001, LIBDRAWSERY 001, LIBORAWSERV.SO, LIBE2P 000, LIBEXTZFS, 000, LBFORM.000, LIBFRAMEUNIDRAW.001 upram«: INIDRAW. 50, LIBGDEM 008, LIBGDEM 001

LISGIF 000, LIBGIF S0, LIBGRAPHUNIDRAW.0D1, LIBGRAPHUNIORAW. SO, LIBHISTORY 000, LIBICE.0O1, LIBICE SO, LIBIV-COMMON.001, LIBIV-COMMGN 50, LIBIV.001, LBV SO, LIBIVGLYPH 001
LBIVGLYPH 50, LIBJPEG, 000, LIBJPEG SO, LIBISO, LIBMAGICK S0, LIBMENL.00D, LIB MAM SO, LIBNSL S0, LIBNSS_COMP. LIBNSS_DB.SO, LIBNSS_DNS SO, LIBNSS_FILES SO
LIBNSS_NIS.S, Uuu,m SO, LBOVERLAYUNIDRAW 001, LIBOVEALAYUNIGRAW 50, LIBPANEL mu LIBPEXS.001, LIBPEXS 50, LIBRTHREAD S0, LIBOT 001, LIBOT 50, LIBR auu S0, LIBSLANG 000,
LIBSM.001, LIBSM.SO, LIBSS 000, LIBSTDC++-LIBCE.0-1, LIBSTDC+-+-LIBCS STOC ++.50, LIBTIFF SO, LIBTIME 001, LIBTIME SO, LIBTOROFACE 001, L 50,

LIBUNGIF 80, L uur.wuu\w uowrw o0 uhumvlmw COMMON 50, LIBUNIDRAW.001 UBL-NIJNM\‘ SO, LIBUN uuru\w 061, LIBUNIIDRAW. S0, LIBUTIL SO, LIBUUID.DOD, LIBWRAS! EH‘-U
LIBWXGRID_XT S0, LIBWKTAB_XT S LIBWX_XTTHREAD.SO, LIBWX_XTW 5,50, LIBX11.001, LIBX LIEXAW.001, LIBXAW.SO, LIBXAWID.CO1, LIBXAWID SO, LIBXEXT 001
LIBXEXT S0, LIBXI 001, LIBXLSD, UEXIE om1 uax-e SO, LIBXW.0B1, LIBXM_SO, LIBXMAU,001, LIBXMU.SO, LIBXP.0O1 u-,ew S0, LIBXPALD0D, LIBXPI SO, LIBXT 001, LIBXT 80, LIBXTST 101, LIBXTST.50,
LBXVIEW 50, LIBZ 001, LIBZ 50, LOCALE ALIAS, MACINTCSH, MAIN MENLL PR HOOK, MAINMENUHOOK. MENUDEFS HOOK, NAWK, NAWK 1, NEC, NEWXSERVER XSERVER. VGATE, PAGER, PIDOF
POST HOOK. POWERCFF, RAMSIZE, RBASH, ACLOCK, REBOOT, RESET, AMMOD, ROOTFLAGS, RXVT, RXVT M, SC! URITYPOLICY, SG, SGI, SHELLTOOL, SOCKET, SOCKET B8,
SONY, SUN, SWASDEY, SWARCFF, TABSET, TELINIT, TERMINFO, Y11, VIDMCOE, VISR, VT100, VT 102 ¥T220, VTS2, W.1, X198 vnrr'wwr XOM-CONFIG, XDVI, XFBBCONFIG, XFTP, XINITRC.
XKBCOMP, XSCREENSAVER, XSERVERRC, XSETBE, XSYSINFO, XTERM, XTERM DEBIAN, XTERM XFREESE

a1

LIBSTOC -+

o778 im

xt, tosti 2

INSTALLLOG

Duatts, Inbox. Sent, Templates, Trash, Unsent_ Messages. blogo.gi, blogo.al_. nsa5_drafa, nsa
MSDNII2 INF

iS4 sent, nedS templates, nes5 rash, nsdS unse

messages, phonepn

PREFREFT BMP, PREFRPTZ.BUP, PREFSWOD BMP, PREFSWIN BUP, PROGGAP' BMP. PROGGRFZ BMP, PROGRUN,BMP, GCARDOT BMP, QCARDOS BMP, L
con

SCHAPS BMP

BD.CON, BF.COM, BG.CON, BL.CON, BN.C!
exists, AP bs, B bs, Basefid b, Bytel nader ba, ChangeNotily.bs, Clipboard bs, Conscle be, DB bs, DE._Fie be: DPral bs, Dumpar.be, Embper.be. Event bs, Eventlog bs, Fendlbs, FleSecurity bs, GDBM,_Fie bs P
ok o, Hosiname bs, 10 b, G b, e bs, Loak b, MD2 b, MDS s, Wutex bs, NDEM_ Fie bs, et b, Nedein o, NelRescurco b, ODEG o, ODEM_ e bs, OLE bs, Opood bs, Cracl b5, POSIX bs

b=, Registry b, SDBM,_File b ocke b, S b, Stvabl.bs, Symbolbs, Sysi b Syslog b, Thss b, WinS2 s,

N, BNCON WHI. C D.CON, DISK1, DISK2, DISK3, WOW.DRV.

Glob bs, Hostname bs, 10bs, IPC bs, lntemet be, Leak.bs, MD2 bs, MDS bs, Matex bs, NDBM_Fie bs, Net bs, NotAdmin bs, NetResourca bs, ODBC bs, ODBM_Fila bs, OLE bs, Opooda.bs, Oracle b, POSIX bs
Peck bs, PerlLib b, Pipe.bs, Process bs, Regisiry.bs, SDBM_Fie bs, SHA1 bs, Semaphare bs, Service b, Sharicut bs, Secket bs, Saund bs, Storable bs, Symbal bs, SysV.bs. Sysiog bs, Thread bs, Win32 bs,
WinError s, atts bs, carts MYD, columns_peiv MYD, camemants, host MYD, imagas MYD, ma, mrbe_entry. MYD, mebxs_repaat MYD, mysalbs, namai, sessions MYD, tablos_priv MYD, users MYD, 25 be

exe, quartz o, tvadup 001, etz

empty him, Iogage aenoanb

blego gi, blogo.gi

MassagasD properties, MessagesF properties, MassagssJi propar
CUSTOMERSERVICE RESX, GUSTOMERSERVICES. CUSTOMERSERVICE RESOURGES, DEFAULT ASPX RESK. EXCEPTIONHANDLING EXCEPTIONHANDLINGFORM RESOURCES,
ILINGFORM RESX, DE RESX, GLOBAL ASAX RESX. LOGINASPX RESX. MAINFORM RESX. MOBILEWESFORM1. ASPX RESX. README ASPX. RESK,
SERVICE! ASMX AESX. VBSPOOREXAMPLE FRI Acmm-r,‘ud_ur.:.ww.::. EBAPPLICATION3.GLOBAL RESOURCES. WEBAPPLICATION3 WEBFORM1 RESCURGES.
11EVENTLOGGINGDEMO README RESOURCES. MYHEADERA

DECSCSL. DISK1, DISK103, PLANGEQAREABCP, SPCOROM.40, TAGFILE.1
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