
An t o n i o  P u l i d o  /  Mó d u l o  2  

Hall azgo No. 1  Exposi ci on de puertos de la i mpr esora ubi cada en l a di recci ón 10. 1. 4. 248 

 

Obser vaci ones: 

 

Se reali za un escaneo de puert os en el host 10. 1. 4. 248 con el comando:  
 
nmap - sV --all port s --versi on-i nt ensity 9 10. 1. 4. 248 
 
que arroj a el si gui ent e resultado:  
 
St arti ng Nmap 7. 93 ( htt ps:// nmap. or g ) at 2023- 05- 16 11: 11 CEST 
Nmap scan report f or 10. 1.4. 248 
Host i s up (0. 0012s l at ency). 
Not shown: 990 cl osed t cp port s (reset) 
PORT         STATE SERVI CE      VERSI ON 
21/t cp         open     ft p                  HP Jet Di rect ft pd 
23/t cp         filt ered  t el net  
80/t cp         open     htt p                HP- Chai SOE 1. 0 ( HP LaserJet htt p confi g) 
280/t cp       open     htt p                HP- Chai SOE 1. 0 ( HP LaserJet htt p confi g) 
443/t cp       open     ssl/ htt ps? 
515/t cp       filt ered  pri nt er 
631/t cp       open     htt p                HP- Chai SOE 1. 0 ( HP LaserJet htt p confi g) 
7627/t cp     open     htt p                HP- Chai SOE 1. 0 ( HP LaserJet htt p confi g) 
9100/t cp     open     hp- pjl             hp LaserJet 4350 
14000/t cp   open     t cpwr apped 
MAC Addr ess: 00: 14: 38: E1: CF: 1F ( Hewl ett Packar d Ent er pri se)  
Ser vi ce I nf o: Devi ces: pri nt server, pri nt er 
 
Ser vi ce det ecti on perf or med. Pl ease report any i ncorrect resul t s at htt ps:// nmap. or g/ submi t/ . 
Nmap done: 1 I P addr ess (1 host up) scanned i n 26. 06 seconds 
 

 

Ri esgos de mayor i mpacto:  

 

Dadas l as versi ones del  soft war e ( HP- Chai SOE 1. 0) y model o de l a i mpr esor a ( HP LaserJet 

4350), podemos dest acar las si gui ent es vul ner abili dades:  

 

Vul nerabili dades rel ati vas al servi ci o FTP Jet Di rect: 

 

CVE- 2008- 4419 Di rect ory traversal vul nerability i n the HP Jet Di rect web admi ni strati on 

i nterface i n the HP- Chai SOE 1. 0 embedded web server on the LaserJet 

9040 mf p, LaserJet 9050 mf p, and Col or LaserJet 9500mf p bef ore fir mwar e 

08. 110. 9; LaserJet 4345 mf p and 9200C Di gital Sender bef ore fir mwar e 09. 120. 9; 

Col or LaserJet 4730 mf p befor e fir mwar e 46. 200. 9; LaserJ et 2410, LaserJet 2420, 

and LaserJet 2430 bef ore fir mwar e 20080819 SPCL112A; LaserJet 4250 and 

LaserJ et 4350 bef ore fir mware 20080819 SPCL015A; and LaserJet 9040 and 

LaserJ et 9050 bef ore fir mware 20080819 SPCL110A allows remot e attackers to 

read arbi trary fil es vi a di rectory traversal sequences i n the URI.  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4419
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CVE- 2007- 1772 The FTP servi ce i n HP Jet Di rect pri nt servers all ows remot e attackers to cause a 

deni al of servi ce (engi ne crash) vi a a RETR command wi t h a l ong pat hna me.  

CVE- 2007- 0358 Unspecifi ed vul nerability i n the FTP server i mpl e mentati on i n HP Jetdi rect 

fir mwar e x. 20. nn through x. 24. nn all ows remot e attackers to cause a deni al of 

servi ce vi a unknown vect ors.  

CVE- 2002- 1048 HP Jet Di rect pri nters all ow remot e attackers to obtai n the admi ni strati ve 

pass wor d f or the (1) web and ( 2) tel net servi ces vi a an SNMP request to the 

vari abl e (.iso. 3. 6. 1. 4. 1. 11. 2. 3. 9. 4. 2. 1. 3. 9. 1. 1. 0.  

CVE- 2001- 1040 HP LaserJet, and possi bl y other Jet Di rect devi ces, resets the admi n pass wor d 

when the devi ce i s turned off, whi ch coul d all ow re mot e attackers to access the 

devi ce wi thout the pass word.  

CVE- 2001- 1039 The Jet Ad mi n web i nterface f or HP Jet Di rect does not set a pass wor d f or the 

tel net i nterface when the ad mi n pass wor d i s changed,  whi ch all ows remot e 

attackers to gai n access to the pri nter.  

CVE- 2000- 1065 Vul nerability i n I P i mpl e ment ati on of HP Jet Di rect pri nter card Fir mwar e x. 08. 20 

and earli er all ows remot e attackers to cause a deni al of servi ce ( pri nter crash) 

vi a a mal f or med packet.  

CVE- 2000- 1064 Buff er overfl ow i n the LPD servi ce i n HP Jet Di rect pri nter card Fir mwar e x. 08. 20 

and earli er all ows remot e attackers to cause a deni al of servi ce.  

CVE- 2000- 1063 Buff er overfl ow i n the Tel net servi ce i n HP Jet Di rect pri nter card Fir mwar e 

x. 08. 20 and earli er all ows re mot e attackers to cause a deni al of servi ce.  

CVE- 2000- 1062 Buff er overfl ow i n the FTP servi ce i n HP Jet Di rect pri nter card Fir mwar e x. 08. 20 

and earli er all ows remot e attackers to cause a deni al of servi ce.  

CVE- 2000- 0636 HP Jet Di rect pri nters versi ons G. 08. 20 and H. 08. 20 and earli er all ow remot e 

attackers to cause a deni al of servi ce vi a a mal f or med FTP quot e command.  

CVE- 1999- 1062 HP Laserj et pri nters wi th Jet Di rect cards, when confi gured wi th TCP/I P, all ow 

remot e attackers to bypass pri nt filters by di rectl y sendi ng PostScri pt 

docu ments to TCP ports 9099 and 9100.  

CVE- 1999- 1061 HP Laserj et pri nters wi th Jet Di rect cards, when confi gured wi th TCP/I P, can be 

confi gured wi thout a passwor d, whi ch all ows remot e attackers to connect to 

the pri nter and change its IP address or di sabl e l oggi ng.  

Vul nerabili dades rel ati vas al servi ci o HP- Chai SOE 1. 0 

CVE- 2008- 4419 Di rect ory traversal vul nerability i n the HP Jet Di rect web admi ni strati on 

i nterface i n the HP- Chai SOE 1. 0 embedded web server on the LaserJet 

9040 mf p, LaserJet 9050 mf p, and Col or LaserJet 9500mf p bef ore fir mwar e 

08. 110. 9; LaserJet 4345 mf p and 9200C Di gital Sender bef ore fir mwar e 09. 120. 9; 

Col or LaserJet 4730 mf p befor e fir mwar e 46. 200. 9; LaserJ et 2410, LaserJet 2420, 

and LaserJet 2430 bef ore fir mwar e 20080819 SPCL112A; LaserJet 4250 and 

LaserJ et 4350 bef ore fir mware 20080819 SPCL015A; and LaserJet 9040 and 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-1772
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0358
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-1048
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-1040
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-1039
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1065
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1064
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1063
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1062
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0636
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-1062
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-1061
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4419


An t o n i o  P u l i d o  /  Mó d u l o  2  

 

EJERCI CI O 2 

 

El correo el ectróni co contiene un enl ace a l a direcci ón  

htt p://bul op. s3. eu- north- 1.a mazona ws. com/  

si endo un domi ni o regi strado con l os servi ci os de Amazon AWS, correspondi ente a l a di recci ón 

I P 16. 12. 10. 10 

La búsqueda whoi s no arroj a ni ngún resul tado acerca del domi ni o (fecha de regi stro, titul ar, 

etc), ni tampoco una búsqueda en Amazon Regi star 

La búsqueda de l a di recci ón en VirusTot al sí muestra un resul tado posi ti vo al proporci onarl e l a 

URL 

La di recci ón del host resuel ta es s3-r- w. eu- north- 1. amazonaws. com 

Al  obt ener su hash con curl https: //s3-r- w. eu- north- 1.a mazonaws. com | sha256sum 

Este no devuel ve ni ngún resul tado en virustotal, pero si en https://hash. cy mr u. co m/ con un 

38% 

 

LaserJ et 9050 bef ore fir mware 20080819 SPCL110A allows remot e attackers to 

read arbi trary fil es vi a di rectory traversal sequences i n the URI.  

 

CVE- 2000- 1064 Buff er overfl ow i n the LPD servi ce i n HP Jet Di rect pri nter card Fir mwar e x. 08. 20 

and earli er all ows remot e attackers to cause a deni al of servi ce.  

 

 

 

Recomendaci ón:  

Deshabilitar total ment e el  acceso a l os puertos 21 y 23  

Filtrar el acceso  desde el  exteri or de l a red al resto de puert os, except o el 631 y 9100 si se qui ere 

dar acceso de i mpresi ón. 

Restri ngi r el acceso a l os puertos de admi ni straci ón a det er mi nadas IP’ s control adas por el 

admi ni strador del  si stema.  

Ca mbi ar l os usuari os y contraseñas por def ect o del  soft ware de admi ni straci ón de l a i mpresora. 

 

http://bulop.s3.eu-north-1.amazonaws.com/
https://s3-r-w.eu-north-1.amazonaws.com/
https://hash.cymru.com/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1064
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